TecCaj
Ozavescenost o zasciti

(Security Awareness).
Predavatel,




DILEMA

« Posredovati « ali preprecevati




KNOWLEDGE, UNDERSTANDING AND PROFICIENCIES
FOR PERSONNEL REQUIRING MARITIME SECURITY AWARENESS

Column 1

Column 2

Column 3

Column 4

Competence

Knowledge, understanding and
proficiency

Methods for
demonstrating
competence

Criteria for
evaluating
competence

Contribute to the
enhancement of
safety and security
through heightened
awareness

Knowledge of applicable
international maritime security
and jurisdiction laws. regulations
and policy and responsibilities of
law enforcement officials, vessel
security officer and medical staff

Knowledge of protective
measures to prevent and detect
criminal activity

Knowledge of security related
emergency procedures and
contingency plans

Assessment of evidence
obtained from training
or examination

Requirements relating
to enhanced maritime
security are correctly

identified

Recognition of
security and safety
risks, threats, and

Knowledge of techniques used to
circumvent security measures

Assessment of evidence
obtained from training
or examination

Security and safety
risks, threats, and
vulnerabilities are

vulnerabilities Knowledge enabling recognition, correctly identified

on a non-diseriminatory basis, of

characteristics and behavioral

patterns of persons likely to pose

security and safety threats
Evidence Knowledge of how to secure and | Assessment of evidence | Requirements related to
Preservation maintain a erime scene obtained from training evidenee preservation

or examination are correctly identified
and demonstrated

Report and record | Knowledge of reportable eriminal | Assessment of evidence | Requirements related to

criminal offenses

activity

Knowledge of procedures to be
employed in reporting of eriminal
activity

obtained from training
or examination

reporting and recording
Serions crimes are
correctly identified and
demonstrated




NELEGALNA DEJANJA

Piratstvo

Pomorske prevare
Tihotapljenje drog in orozja
Slepi potniki

Kraje

Lokalno tihotapljenje
Ostala nedovoljena dejanja
Ladijske prepovedi




Udelezenci v pomorski zasciti

1 Contracting governments

2 The company

3 The ship

4 The port facility

5 Ship Security Officer

6 Company Security Officer

7 Port Facility Security Officer

8 Seafarers with designated security duties

9 Port facility personnel with designated security duties
10 Other personnel



SSO In CSO

¢« 5SSO « CSO

— Vsak Clan posadke ga — Vsak clan posadke
mora poznati mora vedeti, kje se

— On (ali od njega lahko dobi njegovo
pooblasCena oseba) Ime In njegove
dodeljuje zasgitne kontaktne moznosti
naloge ¢lanom (naslov, e-naslov, tel.
pgsadke stevilka )

— Vsako nepravilnost in — Stalna razpolozjivost
pomanjkljivost je treba (365/24)

javiti njemu



VARNOSTNI NIVOJI
(MARSEC LEVELS)

* Nivo 1 — Normalne razmere, obiCajni
delavnik

* Nivo 2 — PoviSana stopnja varovanja

e NIvo 3 — lIzredne razmere



KAJ SCITIMO?

Dostop na ladjo (posadka, potniki, delavci,
obiskovalci...)

Gibanje v conah omejenega gibanja
Tovor In tovorne operacije

Ladijske zaloge

Nenadzorovani predmeti

Splosna zascCita



Dostop na ladjo

Posadka, potniki, delavci, obiskovalci...
Evidenca!!!

Vsak dostop se mora evidentirati

Na uradnem dostopu (skali) je stalno prisoten
dezurni Clan posadke

Uradna procedura (po ladijskem planu)

— |dentifikacija

— Zapis

— Kartica

— Dodelitev spremstva
— Ostalo









Nedovoljen dostop na ladjo

Tatovi

Pirati
Teroristi
Slepi potniki
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OPAZOVANJE/PASIVNA ZASCITA

« Zaklepanje vrat

* Blokada kljuke

» Patrole

* Senzorji gibanja

* Dodatna osvetlitev
* Dodatni opazovalci



PROTIPIRATSKA ZASCITA

BodeCa mreza

Curki pozarnih cevi

DrsecCa pena

Mreze

Sodi

Navidezni Clani posadke

Dodatne kamere (navadne, termo...)
Psi

Oborozeni strazariji ...

VARNA SOBA



ANTI-PIRACY MEASURES

Long-range
e & e annuatic device
l . tracking ﬂ >
T‘_‘- Eamnra w I '.
o .:;:.-I-l . systems 0
i A ji
L = i
i, Electric security

. Armed with AK47
- assault rifle
|

Slippery foam

e _ Armed with rocket
= ‘ propelled grenade =
w

"’“‘_
| .-.-_\_‘-_




How Shipping Companies Try to Protect Their Vessels

1 Armed security personnel or El Barbed wire [3 safe room with radio
dummy soldiers and shards connection

DER SPIEGEL

F3 Sonic and laser cannons I3 Blocked entrances

B Lubricant foam on the
deck and vessel's side




Sumljive osebe

LOOK FOR.....

* Any person without
an employee
badge visitor badge



Sumljive oseb

"
|
,‘ w62 ...and ACT

« Determine if the person is an
employee or a visitor

— If an employee, remind them
always to display their ID
badge and uniform.

— If a visitor, escort them to the
reception area or to the
person with whom they are
visiting.

— Report the incident to your
Immediate supervisor.




Gibanje v conah omejenega
gibanja
Cone so razliche na razlicnih ladjah

Cone so oznacene

Vsak clan posadke mora poznati cone
omejenega gibanja in ravnanje v takih
primerih

Vrata, razen tistih v uporabi morajo biti
zaklenjena



ZASCITAV CONAH OMEJENEGA
GIBANJA




Sumljive osebe

KEEP OUT

LOOK FOR.....
 Any person in

unauthorized/restricted
areas




Sumljive osebe

AND ACT.....

KEEP OUT | « Get them out of the area

« |f a visitor, escort them to the
reception area.

* Report the incident to your immediate
supervisor




Sumljive osebe

Pazl na....

—PreveCc ali  cudno
obleCene osebe

— Stojijo ali postopajo po
hodniku ali prostoru

— Sprasujejo za
neobiCajne prostore all
osebe




Sumljive osebe

Pazi na osepe....
— ki ne spadajo v to

podrocje

— ki se gibajo od vrat do
vrat itd...

— vstopajo Y

pisarno/kabino/prostor
orez spremstva

— prodajajo predmete
— ki i1zgledajo izgubljeni




Sumljive osebe

AND ACT.........

* Immediately report the
Incident to your
Immediate supervisor




e

Objects obstructing access points

Disconnected or obstructed
cameras

Broken locks or access control
systems

Unexplained clutter or debris

Objects thrown from a vehicle,
especially while traveling at a

high speed.



= / ‘ . ‘ \ N - i-’ ( \ : 1.' \
suspicious Aetivity

ACT ...

* Immediately report
any suspicious
activity to your
supervisor.




Tovor In tovorne operacije

» Slepi potniki
« Kraja tovora




Ladijske zaloge

Kraja

Sumljivi predmeti

Preglej in prestej zaloge

Tovorni prostori morajo biti zaprti



Nenadzorovani predmeti

V nivoju 1 je potrebno pregledovati po
planu

V nivoju 2 se pregleduje vse

Ce se najde sumljiv objekt je potrebno
podvzeti vse preventivhe mere

Po potrebi se pregleda z metal
detektorjem



Suspicious Objects
or Packages

Identification of Suspicious Envelopes/Packages

Mailed from a Exconsive
foreign country postage
Fietitious
Roturn Address
Misspelled
wovrﬁo
B
_ Addrossed
to title only
ostrictive

7

Rigid or
bu%ky

Oily stains, discolouration Lopsided
or crystallization on wrapping  of uneven

[tems to consider:

. No return address.
2. Excessive

postage.

. Restrictive

markings such as
"personal’ or
"confidential”,

. Addressed to

someane no langer
in office or
department.

. Items protruding

from
envelope/package,

. wet areas,

openings or
strange odours,

. Unusually heavy

envelope/package,
and/or

. Presence of small

bulges, powder or
granules.

LOOK FOR....

Unexplained objects or packages that look
strange or do not belong to the area

Strange markings on boxes (unknown code,
color) or strange characteristics (weight,
number, odd shape)

Strange leaking substance (powder, liquid,
etc...)

Suspicious objects in the middle of an area
(e.qg., hallway, lobby, etc.)



Suspicious Objects
or Packages

Identification of Suspicious Envelopes/Packages

Mailed from a Exconsive
foreign country postage
Fictitious
Roturn Address
Misspelled
" won
ML - Addressed
e to title oaly
Rostrietive | At - f
- E\«( \
“Rigid o

bulky

odour
Badly typed
‘ or written
{ 5 y
)i 0 S

No Return
Address  ~~__

Protruding
wires

{ Special

Excessive wrapping, ’ endorsements

1apo of string

/ |

Oily stains, discolouration Lopsided
or erystallization on wrapping of uneven

[tems to consider:

. No return address,
. Excessive

postage.

. Restrictive

markings such as
"personal’ or
"confidential”,

. Addressed to

someone no longer
in office or
department,

. Items protruding

from
envelope/package,

. wet areas,

openings or
strange odours,

. Unusually heavy

envelope/package,
and/or

. Presence of small

bulges, powder or
granules.

AND ACT.........

* Immediately report
any suspicious
packages or objects
to your SSO

Handle with care
Don’t shake or bump.

Isolate and look for
indicators (shape, color,
smell).

Don’t open, smell, lick or
taste.

Treat it as suspect!
Report immediately.




Splosna zascita

* Ne izdajaj podrobnosti ladijske
organizacije drugim osebam

* Pazi na gesla (npr. stevilka vrat,
racunalnik...)



USPOSABLJANJE IN VAJE

USPOSABLJANJE VAJE

V roku 24 ur po vkrcanju, ° Namanj vsake 3

oziroma pred nastopom mesece |
zadolZitve « Obvezno v roku 7 dni,

ce se menja vec kot
25% posadke

* Udelezba na vaji je
OBVEZNA za VSE
clane posadke



Day/Period 1st Period (2.0 hours) 2nd Period (2.0 hours)
Day 1 1 Introduction 4  Threat Identification, Recognition,
1.1 Course overview and Response
1.2 Competences to be achieved 4.1 Recognition and detection of weapons,
1.3 Current security threats and dangerous substances and devices
patterns 4.2 Recognition, on a non-discriminatory
1.4 35hip and port operations and hasis, of persons posing potential
conditions secunty risks
4.3 Technigues used to circunmvent
Z2  Maritime Security Policy Securty measures
2.1 Awarensss of relevant
international conventions, codes, 5  Ship Security Actions
and recommendations 5.1 Actions required by different security
2.2  Awarenass of relevant government leyels
legislation and regulations 5.2 Reporting security incidents
2.3 Definitions
2.4 Handling sensitive security-related G Emergency Preparedness, Drills,
information and communications and Exercises '
_ . 6.1 Awareness of contingency plans
3 Security Responsibilities B.2 Security drills and exercises
3.1 Contracting governmenis
3.2 The company
3.3 The ship
34 The port facility
1.5 Ship Security Officer
3.6 Company Security Officer
1.7 Por Facility Security Officer
3.8 Seafarers with designated securnty
duties
3.9 Por facility personnel with

designated security duties

3.10 Other personnel




e GOOD
LUCK




